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INDIDNAY DI NYYN PT I3 DY YITTN YTNRNN PONINMN DX MDD PADN YXWI 71PN ,0100 YT 11)0 PRI
STID2 DY 0N YNNIV NI DY
NN TONNA DAPN) DN P ,OOMPYN NPIONRD IWPA PADN YT W TUNR YN DI - "a»nspn mno”
D9 IR/ IRAY NPTN MY DN AUR YN YD MNINRN NPHDI YD 5211 M L1010 INKD IN DOMIPYN
,NPINDND MZNY PIND WNYNI MINDND TIO XINY YN MDY 07NN TR DI DY 1mnyovn 1 INA INK DI
T 99 5y MONY WY YN IN HYIN NONA RINY YN VYNY 1999 -V VNN

NPTIOA OONINPNT MTION N YTIRN DX NPY NNV IN INYLNI SYY DTN D) XIN 1D ,21NNN PN
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NYPYOO2 YNAY Y521 ,P90 Y01 WNY .TI910N NIV DXNIPYN NPION TNND P IN YINdY DN YY) NVOMN
YNNI NN OTN 92 DY NXANY IN NONY WTINY ,2YND , 00999 XD 2»NNN ,INYON M DI Pa0N ,NNIND
LDMONNPNT MTION NN IR

INYAND INIPIAYND ,YTININ IR DD OIXYI DN NNYLVN DIIYAN WOV TN MM MWNN NDAP ,PI0N
NN DIPON YINY YN WYINOY DD IV KD 19) 191D INNDY MAIYPNNN NOPN Y TONNA DTN D Ny MY

11902 LNOND DMPYN NN DXPIDHNN MYLH DTN 9 PTAW Y9¥W ToY INT 1D PODN 2PNNN )0 MO
NINNN Y T2 DWY DNN> PADM I MAPNNN MXNN NN IDNPY IWIN) 11909 NoNY TIT 991 DNWPM
DPT0 NPHYY MA»NNN

99 AN TIVND DAY DN YNNI LYY D NN PODN , TI90N MNIN Y9 DY DINMPYN NN NNOWN DY
DINONN I NYMY TIDY 53 19) DN NYATN DY IWPA PODY 10MVY INYID INKR IDIN IN/ DIINONN
MPIvNN N/ DINDNT IR IDIND I XINY ND 950 DIPN IN/) PNYN PO0N YT INYY KD . NNIND 1IN

STIVNN NND AN NYOIR RID 97N NYIITO OMNYPN (NIMNIVPONR TR MY XINY N0 HON)

DNINDT DOMTN TIVN PNVIAN DY NNNVNN P T-DY INDNIY PNVLIAN ININD DINAD P PTNY) PION

NPNY NN MY NPON 71272 INK PT DI ARNM 1977-375UNN PYIYN PIN DX RIP 2D ,PNNND NN
YN MY TID NIY |, TIVNN DY NN DY INPH MDN,1POY NHVIND NAIND Y NINIY,0PNHYY MTID
PNNM I .PADY THOM 7P XOYW DTN PTI MODND XOY MYT MONY XOVW NN ,NHIND NINA APy PON
DOWNYD NN P ,ININD PIND MINNNND IRDN IR PRPIAONNND INN XINd XD ON M Y DY 1n/Nn
72 ©OIPN

: DNIVO NY 1977-35unn , PYNYn PINd 118-1 91 XYY NN 17NN 2D NIV

V19 MIND .91

DT> OXDI1NN DNN PON IN XN ,NINDI ,9ND ,NND0 ,NAION ,NNON D) ,NND) NPRY NYT> MY - "Ry T
;WO NPN YNV OMWUYN IN

N2 NYYN NOVY DY IITHY DIPN ;NPDN DI MDY MMNI NP0 P DY NPOHN MIAIY - "NPoN”
T2 MOND KDY NMND NNMIND DTNN IN IOUY WV NNNIDN

ANN NI9N3 M) .118

1958-n>wn |, [29IWN NDN] NPTHN IPN PIN IMYNDYNII 1PI123 G0 DY IN NPTIN OY NN DY OTN 7N (N)
DY PTI MOND KO 7010 XINL,NTHIND VIV 2PY POR IWPY MYT TID2 NHIYO MIA»NNND ¥ NN,
NN MY 90NN - T ,NDAPY TR0 N ROY DTND NNND

NIV NN T RN OINY ; NHIND VIN DYDY |, PADI IN T ,PONNY 2D MIAID - 7NN HY2” ;MY Pyo1 (3)
.29 DINA NY TN NN TN RINYI TID IR MYIT> NPYI MIAPNNNN DY YT NV NT PYD 295 DUNID

NYNNN

MNYIN MNNNN DX OMPY 2PNNN NN 1IN NX YNIAN ,NT NADIA MNINRD NN ONXIP I ,1NNN NN DN
IYPIN/A DT NN 290 PNMAONNN YIND XTI TINPDY MIVIN TWUR IR YT P AUNR MY TN DI OH 1T 2
STID2 NN YT 9D DY NNV 2PNNN IR NPTID PN HNY

{PooN DYV NPPNNN >/NYNNI NPNN} DINNN DY 1N/ONNA PRID)
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72 PA0)
MY 17797 NYT 090

STIVNN Y RO — DAY PINN N
SAPOTI MOMAINN MYYN NN YNYNI D PASNDININ A

nINN YNANN OY | MY NN | MY ON | MINA MY | MINdA PPIND
y§aNnn INYAY NTIAY nY'1N) maPun
(oo

YTHY 2PNNN MIN,INN ONDOYNNI TIYNL POYINI INPY DIN ON .INNINIWNND TIVNOIT DY POVNIN NPN L)
DTHN 19IN TIVNN NN NN

myvw Sv 9PN DY/TIVNI POVIN PN
DPYUTIN

FTAVNN VX NYIN
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71 N9Y)
Y77 HNVANY 9220 NAD)

N9 N9 — NHYNNN PO HY 929702 NN Y1910 HNVARD NPINN - NAD)

$NTODVY ANV MDA .1

NPTIDAIN NNNNN,TIIIVANT MIXIT, NPT YNAY DY IWN (incident) YI7PN — DNVIAR W PN 1.1
DNAY, TNV IN YN OINND ,MDN,NIIN DY 1D MPANDNN TIP IN MIIWN DY, TIwnn DY y1nn
920 NYYPN MY Y321 ,050N1 YIN TNND WIDYW NWIY PADN

9200 NHND DTN PO YR MM 210 SVNI PRINN NN DNINN OINVN — DN O 1.2
INL(270D0) PNHVIAN TIVHNI PNVIAN DY NN PPINDD DO TIVNHIA (72771 1PND) NHWNNI
DNINDT 920N TN

YPNNN NNNNI Y YN G0N — NI 1.3

JPOY TYNN ,NVOPN ,0ID ,NNNN DTN ,10IN VI ,NTIY,)IN ,NION ,NINON ,THON 9D — YN .1.4
NINY ND D0 MNONDV SYNNIND PADN T DY TN IR 1IN TN, NPND TP ,NYT NN

L PRINN NTIAY NN OIYDD TIT2 WaAWD IN YNAY Y15 INWNI ¥ GUN PRTNN DY YN — VWX YN 1.5
DN YR PRYIN DY YT DOV NYND I, NDUWNNN IN PHRYIN YT DY DIPNDNN OXMIPYIA YD
,DNIPNN PVILIV , DOV NTIAY XONN ,0>TIW IN DXNIIN DY SWIN YN MY D952 555N NoN)
IN PNRIIN MDIWYN DY PNION MINON ,PHRYIN MDY DY NMIDIM NPHN TP ,INVIN MIIYN NNN
PO0N YTY ,DNNDN DI 2D YN NN MINTIN OYNIN IVIDIYY MNNMND MOIWN Y
PRI YT DY ATHIPY NN YN D) MOV IN 1IN DV

NN INOYHIN VNN GIND ONOWNNN WIIN HNPN — WD SN 1.6

(OND TAN —NPN MPY 1.7
INTOM PPNN OTIPON TYUN INIY DTN YIVIM MNNRND PRI T DY Dpaonn oomdy .1.7.1

PYNRN MDOYAD IN NATND PN DINNY YOMIP NN

DUNNN IN PHRINN DV PPNN ITIPOND WITIN PN Yy My 1.7.2

IN INVIND OYNAN NN NPYY IN YD 1PDIN IRNIND XN IWUN DNVIAX PN — 12”0 NPPN .1.8
NNMP NWIIN DN IN VTN IN MDY DY YNND ,WIDY DOV PRYIN IN PION DNAY NIPAN
PRI HONMY DY IN THPYIN XD NIWYN ,INOY PIDY 90T )TN ,0INY D10 11D
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Whs 2

,A0N2 TIYPNNN NINDNI VIR 12X IN 1IANNY YTNRN NNVINR DY YTYOIN ININKD M Pavn .2.1
DYMPYN NPADN TIXD IMN NWNRWNT NIIND NN, MDA NNVIN DY ININNK M7 PION
NTRY TN PPAM qOIVN ONIPIN Y (integrity) OMPNIN ,OMPPN DY ,PRIND DMIIND N
DOYNNNRN D NTIM GOV 19IND NDNVIND OYNAN NN JITY) PION DY WX MIN2 PAON
DY PNN DOXVITHVDA DITMYY DMDTY DN YPNN NNVIAND DIVNYNN DMIHNNN DPNONOVN
.0NNa

PNRINN DY NIYI NNPY DY PIDN OXI0) ,NT DV 29 DY PMAINT NTNY TNXDY, IR NIDODIN 2.2
DRIV NHWNN DY NMIYPNN DY PPN NN TNKD HOM ,NT DV LNND

DV OXNNA PODN MAIND TWNA 7179 D35 NAINDN 1PN NN DN PPANN DY IN PAON D7om 2.3
PRYA0 AND2 T DY WTIN 1NIYLN INK PN NN DN NIN ,)OND 15 PYDa VNN MY

55555 DYO0N 12, INAVN DY 2D JAT P92 19901 TNY YT DY INSNDIY OMPOY JPNY 2»NNN paon 2.4
NPOANY NP NN ,DO0NN DY MTID N9 127N NN T30 AT P92 INRD DNPD JPN NoW
MDY 1952 MIVPNN

PMOIWNI PRT PHRIND DY WY YT TIY DI 1IN 1Y DIV 29D PION MIN 2.5

N1 NN .3
PYDI NNNI) 1210 OYIPN DN ININD 12399) (3.2 PYDA NNND) PNRIND WNIND IPNNN PION 3.1
IUN TNVIAN MPN DI DY MY KOO W12V D HI2) NNIN MYV DI TONNA PIYIRD OTPNL (3.3
,DO0NN NI PIMNIONNND TINYD N DY WAUND N0Y IN PHRYIN DY MIIWN X YN 190N
: DONIN DOWYPNN DY 9290 ONPN 910D ININD 199109) 1IN0 YT 1VI92)
IN YT DY IVIDWY IN PHRTHY NYPN YN 9970 INXIN TYN 120 NYPN IX DNLVAR PR .3.1.1
Nahidhal aip)
MDIYNI ,PHRTNN MDIWNI NP0 NXAND 51VY TUN 121D NIPN 1PDN N NNVIN MR .3.1.2
AMNX YRR TIP2IX PRINDN DY YN N0 MPNOND
NN DY YN GIORD INTVN TYN 121D NHPN PO IN INVIR PR .3.1.3
£ )9NY DVNN TYUN PNIND DY WP YOI MYNNINI WY PRTHY MPTN 3.2

: DONAN OYNNNRAN TAN NWY (CERT) 9290 »W171X 51100 Y8IRD 1990 My»TN 3.3
.119 99092 1220 MWNPR D110 3NN 1IN INPN 0NN 3.3.1
119@cyber.gov.il : MMIVPINN INYVTN MyNNNa e .3.3.2
MYNIND DY 1290 SPR D110 IXIND 1270 PRINY WTIND PION DY D00 DNNRD 01PN 3.4
,20MD9N YN YYD NN PODN 792 PR BN D) DINH NT NN .NT YN DN GO VI D OV VIPNN
MINSY 51955 NMIPTN DY .10 HPNINDY ITEN 9208PY ¥ 191Y OXNNA PHNT NN 12TYY 1979 I
: DINAN DYV NN

D10 VIPRN DY NN IIIN PN IMYNIND 1IN WPRD DWHOHDD won .3.4.1

NOOWNN IYINI PN DINAY TIXY YTH JI9INI DOLVPNN DOYSNNM ,WPNL D1VN PN .3.4.2
STHNRN PN NNVA

9PN TN PN IWIN IWN MOWwnN .3.4.3
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9PNY TN TPV IN VN 0T N RN .3.4.4
SNXOVINDT YT D) NPPNN NX WYY MYOINN ,NPNN YT M .3.4.5
SPRYAION DWYPR NI NYIND NRpNNn Nows .3.4.6
SYPNRD MDD TNNY,PRYIN 2 DY UATHY INR YN DY .3.4.7

NS MUNYNIN PO MDIVNID SOMDIN YHRY DaNN DHYY 3.2 - 3.1 ©¥YDI NVNMND NMPTH NN 3.5
DYNVYP MND2 DN IN MNP DY YN NI YITI XD ,WNT YN MPITNN IN PRYND DOMIPY
.DMNN

MNNPHN NNPa 4
MW7 552 POON NTHRY MTIN DY THPNNPN NNPYA,INNN YO0 NIYY NNN,YNAD SNYI 7T PN 4.1
DINONA L, YNANN N NNPOA . PNRYID OONPYN NPODN DY MYNN 9210M NPVIIN LY PHN NN
MM YN NNVIAND TIDNN MYIITI PODN NTHY IPIN DY DIMPTY MNT NYPA DY 7172 ,UNRIN

PRYIN YT DY ATHIPY DINTN MY DRNNA OXMPTN MNYITH NN YN POON DY .91»0

DNNNN OXMIPYIL IN IOV NTIAYN 1PDNNA NYNAD YUN YN NI2YN ¥ D NIAD PIDNV YId 4.2
DINOD TIIXD PNRTND MDY, MMINIPNNNID XY NPADI NMDYA N1 NNV IN DY DINKRD MNMPHD
DMPPAN I N

9290 NYPNY YUN MAPYI NNPA 5
N DXMPYN NPION DY YAVUNT 21D NOPND YYN MIAPYI NNPOA YNNI ORWIY 7P Poinn 5.1
1912 DXVNANN DINTDNN TANRD DNXNNA,PRTND DIININD
PODN MITTINNN DY NNPXA —'N9Won 5.1.1

NYPN DY PADN MTTINNM JOIN 22)D VIV N THON DI WITVTY OXWI P ponn .5.1.1.1
G0 DX TIWNY NI DY YITIN INK YN DI IN DO 3.1 PYyDa VNN 121N
JPR1NY DMININN IN DINIPYN NPOON HY NYOSWNN

SV PMOIYN N0 N2 IN NPT DI YNIY PIDNN WITVTY ONYY M pownn .5.1.1.2
VYN OYP PNIAD NN DY IN NPNN NN TNND DOXMPYN NN MVNWNN PION
NN O 999 112YND PRI YT NRIN T NPT TNND PODD 12NV Y110 DI .INND
PRINN MYOIN NOY

DY DOM0 DXYDI NNIN YT PN D RN , NN OIND OY MXYINNA, PRnnw 955 .5.1.1.3
TITHY IN,PNIND DY YN IN MIIWNN NN DX NPION NNKI NPVIND 1IN
MAPYOIRYI PRI PN, 071N DXNPY DY YAV 17 WU MTPRIIN W YN
VNN /2 DIVDN INNIND P VIR NPVN TYNN ,PODN NTIAYD 2aApNa »
9N9 5.1.2 Pyoa

VIPND OY MTTIHNNA PPVIN DY YO —2A5%on 5.1.2

LTY0IN INYT JIPAYD DRNNY PRYIN NVONND 952 PIN NT 7DONI MMy .5.1.2.1
,5.1.1.3 9¥yD2 DXVNANN DXIPN LYNY ,PADN DY AN NYNN NNIDN 9190
.PADN YV NYNAN NNIDN WITN XD DNV
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DY MYSNNIY PY 19IND 1PN MOLNNT MDD VIN’AL PIDY YO PN .5.1.2.2
212VN YY) PNRYIN MYID DX T0IVN
DN NPIONRD IN DXMPYN INND MVIND PION MIIWN NP>Ta .5.1.2.2.1
PRI ININY OMNDON N DPIN NPITA 5.1.2.2.2
NVIANND VPN DY MTTHINNNAYPO  .5.1.2.2.3
MPYN NN DY NNYIV IWINY MDIWNN ,NPNMN 1IN PNAX  .5.1.2.2.4
PRI INIMY DMDDN DY DNV DOVNN DX YNND DMIT NPNA .5.1.2.2.5
29191 19N DD DNNND DIIVTN 2T PO NN NI
AVIN PODNVY 9 .PADN MNIINNKN YN ON NPNAND T2 PHRINN T DY yroa pr .5.1.2.3
POY T DY DNINNIN DIMPY IN INVIND NN YN NMIVY NDNDN PNINY
PRV PXIY NYNN NN TO HY WINND
PNAN TNXY YATI YN 9D IMYAY DHRYY PHRITNND MYAIT DY INDID 209D NOWI GNY> Pavn 5.2
YTIID DAY DT YN .OYPNND KD NN WX D NTND 1IN HY IN INVIND YIPX DY MTTHINNM
MMPY DY YN N NI, PNRTID DINPY INNY MYNWYNN MDIWNN IN PIVIN MOIVNY OIMNMDIN
.DMINN ONYP YNDA DININ IN
1OV NTIAYN 129NN NYHOY WYN NNPIAN YINOT JI9INT IN YTHIN NIYNL WY 1D 2D PODNVY DI 5.3
OIN DINON TNXD NHWNNN YIIN DN HNIND M 1oYW DINNND MMPYD D)N)ON DOMPYI IN
NN NI

YN DNVAN PN HNPN ,PIN MYIITA NPNRY .6
NI YD 52D NNIRD NPHDIN N DN NPVLIADIN MYITN D52 TINYd Paon Sy 55955 6.1
DNDNI MOLNINN MINKIY YTHRN NNVIX MYOIT 93 DY MY’ PNDNN MY ,PADN NMMNAPNNN
1912 ©XONHNRN NPNINM DIPNN ,NNPNN ,DXPINN DY INP NIDTYN DNNTIN)
1PIPY DN NMDT PIN,D3WNNN PIN 1ND) MIAYNIND MIIYNID 0) ONMNNN PIN DI MNMN .6.1.1
(27151 M"

995 NPAONRN NIVIY 9113 B 1IN A 11593 901 PaDN MYIIT — NPADN NIYAIY YN MWIITa Ny .7
STYVUNN Y YAy
POON NIWAY DNN DY (NINXM PORY 1D ) B Nny M Ta 1inyd paondy 7.1
JON DYOIND DN YT MDDION ,NPNIYNN N/ MIDIWNNN DINN/YTII NIRSIN IWWaNNn 8D .7.1.1
TOONND NYIR NDAPY YRIN DINNA Y1 1270 ,Log 2P NIRIND 1IN NI1ON O»P)Y N1 .7.1.2
PYY INN PPN HYI IN 2777172 9220 NP 02 DINN DI MY, XXINN YTNRN NN IRNINN
STIVNRN MY
T2 30, MPYN NN DY 12»DN NN PV DD NN VI PNNY PIDN DY, TIVNN NYIITI OXNNA 7.2
: DN DXV VI M2 HDI DY NIIWNN NN T2 1N YTHN NNN
DYONN MIAID (NP MO YN - 2IP /YT DY YN MAD) YTNIN NN NNVPYIIN .7.2.1
: DYNIN
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DYVNN MAI,(NIPY MV YN - 2P ,/YTNRN DY YT MAD) YTNIN NN NNVPYVIIIN .7.2.2
: DONIN

PV PINH MYTI NNYN YN PON .7.2.3

.METADATA »02>n m277,nyNN2) MY ,NNNNIA YR NN .7.2.4

MDTIN MY NMIN L7.2.5

YNRY DY) MIRYIN YDOPIYINY XTPNVN NN NTNY .7.2.6

.DOYN DMV NN /MANN NN . 7.2.7

VYN DY MTTINNN 22DV YN 190N NINIPY NPHY .7.2.8

ANVANN NYAN .8
AP FLIHI YN NNVIN NPT 120N NN NPT YINDN NN PINY MPYN POy 8.1
INID DOHDON MNNDID NPIPTH ;EUHRLA- RN PMSIR-RPIHI VNN NITY 1PN ,MRvans
STIVNA 920N NNNN TIVND DY Y RN NNVIAX NPT 97y HON — 1OIN MP>T2
NN NOLIND NIVHNI I P2 ,YTNRN NNVINI T2O0N NNN MNIPY IR DYHY MPYN PI0 DY 8.2
: DINAN DYV, NTIPONN MNIN
VTR MOIWNN My .8.2.1
VTN MOIWNN M»Pnt .8.2.2
.MOIYNN MN) MIAIY ,yPHn on .8.2.3
510 ITAYN YPYNN INWYY DININ PWNN 51N DININ MNIPYN NN DY NYPYN POD ,TNSD ONNNa 8.3
£)9N2TD, D9 NN 12N MIIWNN
N oy — Identification .8.3.1
M nn—Verification .8.3.2
M2YaN 9NN MPYY NDNON TONINI MNTINM MNTN 299 N8N — Authentication .8.3.3
PDVINNND
ToNN MPYO NONON TONNL MNTINM MM VINOR MIYNR PYNN — Authorization .8.3.4
JPDVINNRN MDYIN
22259 955 ornNNa NYr) NP2 — Access control .8.3.5
Y70 NN — Reliability .8.3.6
(M9xN) v YN DY NN L,y TNN Pon/n»mo — Confidentiality .8.3.7
V7NN Mnovw — Data integrity .8.3.8
.Mwnonn ny»n — Non-repudiation .8.3.9
MV, 0, wn — Log, Audit, Monitor .8.3.10
YN 2NN 11D DIOHWN DN I NPIVD plug-in 195 ) T TP WIDOYW HOWHY T8 N 8.4
STIVNA 9202 NN TIVNL NPXPIYAN NNVIAN DINN DY YRIN
NOVA NOTIWNN (Linux N Windows) D¥NIWS NISTY NOYON MIIYNI WHNYND INNN PIDN 8.5
, TI9YAN NN NITY NPT TPIY DIRDV MPNN NPPTH DY PADN .INN DM TYN NNVINND
STIWNN NYMINY DORNNA
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" MINTN SOINTN TI9N0

nONY NN
GOIVY PTO 19INT WNIN YN NNVIN INITYI NYYIN MIIYNI MNITY : DOVIIP MINN MNDTY NI 9.1
STIVNN DX NYIND
YN YTNN NNVIANX Y512 1D 11902 VNV 29D Y NN NNVIN MYOIT DI TINY MPYN POD 9.2
TIVNN NMOMIND ORNN2 OONNPN NP MIPDY JOIM MPTN MP T2 D10 PNINDH YOI TIVN
oY TN N2 HOVD YN NNLIAN MNIO DD OPP YNND PODN DY .5.1.5 PYD HND NN DNNNA
PPV D90 OMPOYDN DD NidM YNNI NNVIAN MIPN YD NOWNNN N1IDN D915, 11D
NYITY ORNND DIPND) INSDOY MY 7/ NIYIIN 7 MPYD D5 DY TIwnNn NN YO 1»NNN poon 9.3
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